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1. How to activate your new State of Illinois
ILogin Account

|Logén

Once you receive the ILogin
activation email from
ILogin.No.Reply@illinois.gov, click
on the Green “Activate ILogin e
Account” button.

acfivation link below.

State of lllinois

Hi James,

N Ote : t h iS I i n k expi res afte r 7 d ays' If requested to setup your Muli-Factor Authentication (MFA), it & our suggestion you sstup ot

leqst two authenfication methods. If one it nat availaie, you have the opfion 1o switch ta

so it is important to activate your TS RIS T ST TR RSN ST, O e s
account ASAP. After 7 days you will C"“'“m:""”“g"”“"“M”““““””t

have to contact your appropriate

service desk source to have an P —

activation email resent.

Reminder: your email address will T ———————————
be your ILogin Username. -


mailto:ILogin.No.Reply@illinois.gov

2. Start the account setup process

The link will open o

https://ILogin.lllinois.gov/welcome
using a special token for your account.
This screen will be ready for your
information. All sections need to be
completed before clicking Create My
Account.

Note: the Google Chrome browser is the
most stable for Okta.

Welcome to State of lllinois - [Login, James!
Create your State of lllinois - ILogin account

L~

Enter new password

Password requirements:
= Atleast 8 characters
= A lowercase letter
= An uppercase letter
= A number
= A symbol
= No parts of your username
= Does not include your first name
= Does not include your last name

= Your password cannot be any of your last 4 passwords

Repeat new password

Choose a forgot passwort d question

|\-".’I the food you least liked as a child v
Answer

Add a pho umber fol setting your password or unlocking yo!
ccccccccccc g SMS

Create My Account

r resetting your password or unlocking your


https://ilogin.illinois.gov/welcome

3. Select at least one of the four MFA
options

ILog#n

At least one of the four options must be selected for registering

Multi-Factor Authentication (MFA).

It is recommended to setup multiple methods. If one method is not available to you

Set up multifactor authentication

or is not working, you can switch to another during login. Your company requires multifactor
authenticatior 1 an additional layer of
. . security when signing in to your Okta account
|.  Okta Verify (go to page 5 for detailed steps)
0 Okta Verify
Approving a push notification from Okta Verify App by selecting a ‘Yes’ or ‘No’ acknowledgement button. Use a push notification sent to the
or mobile app
Enter a 6 digit on-time-pass code from the Okta Verify App into the Okta MFA prompt. Setup
Il. Google Authenticator (go to page 7 for detailed steps) @  Ccogle Authenticator
Enter single-use code from the
Enter a 6 digit on-time-pass code from the Google Auth App into the Okta MFA prompt. mobile app
. . Setup
IIl.  SMS Authentication (go to page 9 for detailed steps)
Enter a 6 digit numeric code from the text message into the Okta MFA prompt. @ SMSAuthentication
Enter a single-use code sent to your
. . . . mobile phone
V. Voice Call Authentication (go to page 10 for detailed steps)
Setup

Enter a 6 digit numeric code from an automated voice call into the Okta MFA prompt.

@ Voice Call Authentication
Use a phone to authenticate by

following voice instructions.

Setup



Option |: Okta Verity

Step 1

Step 2

Step 3

User Action:
Select Okta Verify and click
on ‘Setup’

User Action:

Select device type and
download the ‘Okta Verify’
App to your smartphone

User Action:

Scan code from Okta Verify
App in your mobile (or)
proceed to Step 4 to enter
manually

ILLINOIS gov

Set up multifactor authentication

Click on
‘Setup’

‘ Google Authenticator

D SMS Authentication

ILLYNOIS gov

O

Setup Okta Verify

Ir vice typ

ect your de e
i Select one
®) iPhone

Android

ILL§NOIS gov

O

Setup Okta Verily
Scan this from

your mobile

(or) click on
‘Can’t Scan’




Option I: Okta Verify

Step 4

Step 5

User Action:

Verify’.

Enter phone number
manually and click the link
in SMS to activate ‘Okta

Sample Screenshot from
phone depicting a
registered account.

ILLYNOIS gov

O

Setup Okta Verify

Enter Phone#

Send Click on
‘Send’

illinoisgov.okta.com

914653

Add Account




Option Il: Google Authenticator

Step 1

Step 2

Step 3

User Action:

Select Google
Authenticator and click on
‘Setup’

User Action:

Select device type and
download the ‘Google
Authenticator’ App to your
smartphone

User Action:

Scan code from Google
Authenticator App in your
mobile (or) proceed to
Step 4 to enter manually

Set up multifactor authentication

Google Authenticator
g Enter single-us=- .
mobile apyg CIle on
Setup ‘Setup’

phone to authenticate by
voice ins

ILLNOIS gov

Setup Google Authenticator

® iPhone Select one

ILLONOIS gov
<

Setup Google Authenticass )
Scan this from
Sasakdets your mobile
it WW;;:,%’»; E_
: " o

(or) click on

‘Can’t Scan’




Option Il: Google Authenticator

Step 4

Step 5

User Action:

Enter Account ID manually
and enter the Secret Key
to activate Google
Authenticator.

Sample Screenshot from
phone depicting a
registered account.

ILLENOIS gov
L4

Setup Google Authenticator

ASDGKS

Enter Code

Nest Click on
‘Next’

Scan barcode

136 <

=  Authenticator

lnoisgovokta.oom

715 996

i e, pov W




Option IlI: SMS Authentication

Step 1

Step 2

Step 3

User Action:
Select SMS Authentication.

User Action:

Enter a Mobile phone
number and click on “Send
Code”.

User Action:

Enter the code received on
the mobile phone and click
‘Verify’.

Set up multifactor authentication

q Google Authenticator
Enter single-use code from the

mobile app

Setup

SMS Authentication

o et .
Aa”  Clickon
‘Setup’
@
tup
e Securi ty Question

" ILLINOIS gov
2

Receive a code via SMS to authenticate

United States

Phonenumber

Enter
Phone#

Send code

Click on
‘Send Code’

ILLENOIS cov
-

Receive a code via SMS to authenticate

Fhone number

1234567890

Enter Code

Enter Code




Option IV: Voice Call Authentication

Step 1

Step 2

Step 3

User Action:
Select Voice Call
Authentication

User Action:

Enter a Mobile phone
number and click ‘Call’.

User Action:

Enter the code given
during the phone call and
click ‘Verify’.

Set up multifactor authentication

@ Voice Call Authentication
' Click on
-- ‘Setup”

ILLENOIS gov

Q

Follow phone call instructions to
authenticate

Phone number Extension

Enter Phone#

Click on

Call ‘Call’

ILLENOIS gov

Q

Follow phone call instructions to
authenticate

Phone number Extension

1234567890

Enter Code

Enter Code Here
Click on

‘Verify’ _

06718

Verify

10



4. MFA Methods Setup

User Action:

Once you have successfully setup
your multiple MFA methods click
Finish.

ILL§NOIS gov

11



5. Logged in to ILogin home Dashboard

Your account is now setup, and your application chiclet(s) will be listed in the user
dashboard

JJJJJ

6. Logout of ILogin home Dashboard

To logout of your ILogin user dashboard, click on your name in upper righthand corner
and click sign out. You may have multiple windows open with your various apps which

can all be closed out.




7. lLogin account Settings: Additions, Changes and
Adjustments after initial setup

You can make additions, changes or adjustments by clicking your name in the upper
righthand corner and then selecting Settings

ILog@n Qs

You can make changes to or add (Optional):
* Security Image (change)
e Extra Verification (MFA) (change or add)
¢ Change Password (change)
* Forgot Password recovery options (change or add) 13



